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Prevention of Cyber Attack Using Cloud IoT System 
 
Dr. B. Azhagusundari1 - Mrs. R. Latha2 
 

©NGMC 2021 

 

ABSTRACT: Development in technology acts as a boom. Similarly, many hackers are starting to attack the 

network that increasing the cyber risk. Users and business organizations are highly affected due to the loss of 

data, corruption, and malware attack. Even they built a multi-level of security nothing seems to be possible to 

keep an endpoint for that. To compete with it new technologies and trends were embedded to overcome this 

situation. All this acts as the greatest hindrance to present society. To overcome these network attacks, there is a 

need for the replacement or collaboration of some modern new technological features and functionalities. That 

should be user-friendly as well it act as a bridge in fighting against malware and other types of attack. At this 

place the cloud computing in IOT does wonders. While building a highly secured protective wall using the 

Rivest Cipher 6 Advanced techniques while interacting that is interchanging the data using IoT, the user could 

reduce the cyber risk that is faced. 

 

Keywords: Rivest Cipher 6 (RC6), Encrypt, Block Cipher, Decrypt, Internet of Things and Cloud Computing 

1) Introduction 
 [1]In this pandemic situation, everyone switched towards dealing with online networks. People started 

showing interest in accessing their data and information online. At every office work from home concepts and 

techniques were encouraged for providing a high level of security for the employees. During processing, the 

data and information would be converted as a single file and it would be transferred for processing.[1] Since the 

people work from the different place and zones the main key concept that they use is data storage, data sharing, 

and processing. It gradually increases the cyber risk while processing and executing online. To sort out the 

problem the highly secured application is designed and using that the employees transfer their data and start 

working for the betterment of the project works. Here for adding an extra secured layer the advanced and 

enhanced [2]Rivest Cipher 6 algorithm has been effectively implemented. This algorithm mainly works as an 

encryption and decryption concept, where the data cannot be revealed by any external users. During the 

encryption process, it consists of 4 different w-bit and its registers. These registers are used for storing the data. 

The initial storage will be in plain text format that gets converted to the cipher. The data would get stored at that 

particular same register.[2] In end, a similar method of encryption techniques are followed for extracting that is 

encryption process. This technique supports reducing the loss of data, which acts as a great plus. It works out 

with the multidimensional key, where the concept of rework and fear about what would happen when data is 

hacked can be reduced. It keeps on processing simultaneously until the specific goal has been met.  
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2) Cause of Attack In 2021 

The change in technology has created a great impact on the implementation and it starts enhancing out the 

human life. It simplifies the complex issues and lets the user meet all their need from the place where they are. 

That too the number of people who started using the technology increases multiple times during the Pandemic 

situation. The concept of work from home, online banking, online shopping, and online meeting was highly 

encouraged. In every business organization more than approximately 90% of the data has been shared online. 

That on other hand increases the risks and complexity of the issues. In the network, there are chances for the 

different types of attacks that create a risky cyber attack. 

To overcome and to get rid of the issues new techniques and concepts came into existence. [3]The IoT has 

created a new paradigm where the network machine, as well as the device, is capable of improving the 

communication after collaborating to form the new process. The main reason for the cyber attack in IoT-based 

devices depends on the environmental monitoring, patient monitoring, logistics, and smart grids.[3][7]The security 

management concepts created a great flaw in the challenge due to its transient and dynamic nature that is 

established in connecting between two devices.[7] Now in this paper, the prediction of cyber attack that occurs at 

the networks are predicted and analyzed. 

 
Threat Tags in Different Application Scenario 

 
In the above prediction using [5,6]the sample research the vulnerable attack that arises due to the insecure 

network communication-based protocols increases gradually higher. There is a need for a multi-level security 

layer has been effectively applied for protecting the data while sharing through networks.[5,6]  

2 a) Security in Cloud 

During the storage process, there are lots of issues that arise in the backups, security of the data, file 

system, traffic, host security, and traffic. [4]In this proposed system there the RC6 algorithm techniques are used. 

The RC6 algorithm has four main components like the basic operation, key scheduling, Decryption techniques, 

and Encryption techniques.[4] It contains six main operations that are used for performing operations for integer 

addition, integer subtraction, bitwise exclusive, and multiplication, Rotate left and right. 
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2 b) Algorithm Flow 

To execute and process the data there you have to select the file for storing the data. The process that is 

carried over is listed in the following steps: 

 

i) Key 

 

1. Key provides the main security layer for processing. To generate the key the time taken for processing 

will be in milliseconds. 

2. The user has to store the key using the generated key that too while storing it must be done using the 

particular bytes. 

INPUT 

b byte key preloaded using the c words 

array L[0,...,c-1] 

Number of rounds r 

Pw = odd (e-2)2w) 

Qw = odd (θ-2)2w) 

 

OUTPUT 

W bit rounds  

Keys S[0,....,2r+3] 

 

ii) Encrypt  

 

1) The key that is generated in the above process is passed for the encryption process. There the function 

gets initiated. 

2) Those functions get started to encrypt the data that is the same as the byte. After that start writing the 

data that has to be encrypted and store it in the cloud. 

 

INPUT 

Plain Text E,F,G, H 

Number of rounds = r 

Key S[0,....,2r+3] 

OUTPUT 

Cipher text is E,F,G, H 

iii) Decrypt 

 

1. For this process there you have to select the particular files from the cloud and after that start accessing 

them bypassing the key in the expansion and start generating them.  

2. You can start reading out the selected particular file and from there you can start converting them by 

using the byte arrays.  
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3. The user has to pass the data along with its key in the decryption format. The outcome will be received 

in the form of bytes. 

4. There start writing the array using the temporary files. Now at this point, the user can start reading 

from the temporary files. 

 

INPUT 

Input registers Plain Text E,F,G, H (Cipher Text) 

Number of rounds = r 

Key S[0,....,2r+3] 

 

OUTPUT 

Plain text is E,F,G, H 

 

 
[2]RC6 Algorithm working Process in General[2] 
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The algorithm flow  

 
Process work flow [ENCRYPTION – DECRYPTION]  
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3) Experimental analysis 

File Size 
 Time 

 Encrypt Decrypt 

100 14 9 

200 20 18 

400 36 25 

600 67 63 

Duration of time taken using RC6 Algorithm  
File size = KB 

Time = Millisecond 

The [4] approximate calculation of time taken is extracted. Based on the size of the file the type that is taken for 

the encryption and decryption varies.[4] This helps for decreasing the occurrence of the flaw. 

 

 
[2]Proposed process in Networks [2] 

 

 

Conclusion 

In recent research, the concept of protecting and securing the data was still a little complex task. Even 

though there are multidimensional algorithm has been implemented. It supports addressing the minute issues 

that occur. The transactions of the data are done using a secured key. Even there are more proposed works 

comes into existence simultaneously possibilities of occurrence of error and fault arises. In the forthcoming 

works, the special algorithm can be built using cloud computing techniques and actively get used in the 

transaction of data like the RC6 algorithm. That creates the best authentication gateway for the device and the 

Internet of Things. Also, have an aim for detecting the attacks that are occurred at the cloud servers. While these 

techniques can be used in the IoT the smarter development, will takes place in the technological world. 
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